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Preface

Intended Audience

This document is intended for:

® Network engineers

® Technical support and servicing engineers
® Network administrators

Technical Support

® The official website of Ruijie Reyee: https://www.ruijienetworks.com/products/reyee

® Technical Support Website: https://www.ruijienetworks.com/support

® Case Portal:_https://caseportal.ruijienetworks.com

® Community: https://community.ruijienetworks.com

® Technical Support Email: service_ri@ruijienetworks.com

Conventions
1. GUI Symbols

Interface Symbol | Description Example

1. Button names )
1. Click OK.

2. Window names, tab name, field name, ) )
Boldface ) 2. Select Config Wizard.
and menu items

3. Click the Download File link.
3. Link

> Multi-level menus items Select System > Time.

2. Signs
This document also uses signs to indicate some important points during the operation. The meanings of these

signs are as follows:

© warning

An alert that calls attention to important rules and information that if not understood or followed can result in

data loss or equipment damage.

A\ caution

An alert that calls attention to essential information that if not understood or followed can result in function

failure or performance degradation.

O Note

An alert that contains additional or supplementary information that if not understood or followed will not lead to

serious consequences.



https://www.ruijienetworks.com/products/reyee
https://www.ruijienetworks.com/support
https://caseportal.ruijienetworks.com/
https://community.ruijienetworks.com/
file:///E:/WXWork/1688852020930759/Cache/File/2022-04/service_rj@ruijienetworks.com

¢ Specification

An alert that contains a description of product or version support.

3. Instruction
This manual is used to guide users to understand the product, install the product, and complete the configuration.

®  The example of the port type may be different from the actual situation. Please proceed with configuration

according to the port type supported by the product.

® The example of display information may contain the content of other product series (such as model and

description). Please refer to the actual display information.

® The routers and router product icons involved in this manual represent common routers and layer-3

switches running routing protocols.
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1 Overview

1.1 Introduction

In a CCTV scenario, protecting the safety of personnel and property is the core requirement of users. Therefore,
smoothly surveillance video transmission, real-time alarm notification and fast recover from camera failure are
expected.

There is a story. One day, confidential documents have been stolen, but the elevator and corridor camera
signal lost and couldn’t track the thief. Boss was so angry and asked Sl to onsite right away to solve his
monitoring problem. Two hours later, Sl finally arrived the company, when Sl tried every means to check the
system. They only found that unmanaged switch use in the network cannot figure out failure switch ports location.
Second, the elevator was unable to transmit video due to damaged cables. During testing, S| found while the
employee downloading the camera video would jam. In the end, he had to restart the switch, all the network
interrupted.

Reyee Cloud Managed CCTV Network Solution, your CCTV network expert won't disappoint you. Reyee
RG-ES200 series cloud managed switch and RG-EST310 wireless bridge are designed for CCTV business.
Mobile VLAN configuration, one-step to separate your CCTV and production network, the video won’t jam
anymore; Real-time Failure Notification, would notice users that camera failure in the first place; Remote Reboot
Camera, helps you one-click to restart the camera at home, no need onsite anymore.

CCTV Network Solution

Mobile VLAN
Configuration

” 4 e ‘ A

%& Wireless Link Status | _,.1-_:-"'""
Monitoring

/\

¥

Real-time Failure \’

gl B8 -
. l"@ Q Notification

i One-click Remote |
Reboot Camera Y,
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Typical Solution Topology

—— 10/100/1000BASE-T RJ45 UTP
1000BASE-SX, SFP

Ruijie Cloud

RG-EG Series Router
Q0 |

(O] e W

Monitor NVR /DVR RG-NBS Series Switch
Center |

RG-ES200 Series ‘ RG-ES200 Series

RG-EST310 RG-EST310

Solution Benefits for End Users:

E?; Fair price replace unmanaged to cloud managed switch;
O Protect users property and safety at any time;

250 meters PoE save cabling cost for end-users;

ecf 5GHz reduce interference and guarantee video quality;

@ Meet difference CCTV requirements in various scenarios.

Server

RG-ES200 Series

Benefit for Sis:
4, Multiple models optional of RG-ES200 series switch;

-,.l”'RG'Evsnw ' ' .," [ | = O Cloud to remote troubleshooting and maintenance;
o - - (6 Mobile to set VLANS for different service traffic;
Campus CCTV Elevator CCTV Office Network @ Easy deployment via Self-Organizing Network technology.

1.2 Specifications

Product Recommendations

Cloud Managed Switch

RG-ES200 Series Switch

l!? Camera / NVR Recognition

5GHz
Anti-Interference

v

(A

Automatic Channel
Optimization

e

+®[ |

A

$ Once Onsite Taxi Fare

Unmanaged Switch Cost

+

L I's
Cy | o J | 250 Meters PoE ]
“Remote Reboot ( Mobile VLAN
O | Camera J Un \_ Setting J

RG-EST310
1KM Wireless Bridge

N Applicable Scenario

® . {
|I| E% -[Iﬂl "E-“ ( Zero Touch
$ : @ | Provisioning
Elevator Warehouse Office ) )
@ M L @ (" Self-organizing
L] \_ Network J
Crane Bridge Factory -
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2 Getting Started

2.1 Preparing for Installation

2.1.1 Project Requirement

Company Y wants to monitor the whole park and the monitoring data from the cameras should be aggregated to the
NVR.

The headquarters and its branch of Company Y are all in city A, but no wires are connected between them. The
staffs from the branch need to get the data by accessing the documents server and data server at the headquarters, and
the camera data from the branch needs to be aggregated to the headquarters' NVR.

(1) The CCTV network is isolated from the other network.
(2) Support logging into NVR for video surveillance anytime and anywhere.
(3) Real-time alarms are required, such as CCTV is offline, then the CCTV problems can be solved remotely.

(4) IP phone access switches need to plan a separate voice VLAN.

2.1.2 Network Planning

NBS series NBS series NBS series

Topology:

Data Server

RG-ES200

oy oy or
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3 Configuration

3.1 SON and Cloud Deployment

3.1.1 Application Scenario

After physical connections of devices are connected based on the topology, all Reyee devices on the same
network automatically complete self-organizing network (SON). After SON is complete, devices can be managed
and configured in a unified manner through the main device. In addition, the entire network can be deployed on
the cloud by deploying one device on the cloud, which simplifies the deployment.

3.1.2 Procedure

(1) Complete physical connections between devices based on the actual topology. The devices complete SON
connections locally.

7| iscover Device English (3 Bt

Total Devices: 9.

Online Devices / Tota:

My Network

CCTV-Test (3 devices;

Mode! N w» MAC

(2) View the actual network topology and device list on the local eWeb management system.
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(3) Add devices to Ruijie Cloud. The devices go online, and the topology is displayed under Topology.
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Monitoring ~ Configuration ~ Maintenance

B

Configuration

foeseo

ceTva Taks over Matwore || untna pevie |
@ Overview
AhboXN Topology ~ Report  Advanced
Topology
| soste Tooo || oowmoan Topo || oerect oence || manuat semes
@ Repot
work
Networksi(1) Config
"
B Device | VN =
vha —
&, Terminal e l b
L T I I
A cient L.
I T
D e D

Updata Time: 2023-02-20 16:38(Camplats)

3.2 Connection and Configuration of Wireless bridge

Application Scenario

RG-EST series wireless bridge can build up tunnel to transmit video for elevator and

monitor the wireless status in real time, but also save cost for end-users.

Procedure
(1)

@)
(©)

Power on the paired wireless bridges and install them in the right place.
Ensure that is no shelter between the wireless bridges.

Check the LED status of the wireless bridges to ensure that the device is bridging successfully. You also
can check the bridging status on the device’s eWeb.

long range. It can not only

+ Log Out

Ruijie | 5Rcycc =

I WDS Group Info wos Groups 1 % WOS Password @ nPassword @ 3 IP Alocation @ 0@

3 LAN
5 Wireless

AP 1 (NVR-SIDE) atency ©: Fluent1) Jeq0) Froeze(0) Bandwidth © Good(1) Medum(0) Poor(0
@ Advanced CPE: 1. (Onkine: 1, OMine: 0) WOS $SI0 Good(1) Medum(®) Poor(0)  RSSI @ Good(1) Meduum(0) Poor(0)
0y Diagnostics

NVR (AP) Camera (CPE)
3¢ System Tools

™ & >
.- NVR-SIDE ¢ 1m = - .. CPE-SIDE &
B wswn ol
Oning Onine

Add the SN of wireless bridge to Ruijie Cloud. After wireless bridge is online on
connection status of wireless bridge could be monitored via Ruiie Cloud.

“

1 Virless Bridge List

Add Network Bridge

@ Workspac Jogred veb CLI
& Smart Config Status. SN Model Config Status. Alias. Group MAC

Configuration oon GIRPICH129506 EsTaI0V2 CPESIDE ceTv 25404505 005F
@ NetworkVisde G oN GIRPICHI3014A ESTI0V2 NYR-SIDE cetv 26d0.£505.0111

Ruijie Cloud, the

) o

B ® 6

o

Management URL Egress IP Action
10216811028 45127187248 Reyes0S @
19216811027 45127.187.248  Reyes0S @
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3.3

Creating a VLAN/DHCP

Application Scenario

Different clients exist on a network, such as PCs and cameras. When a camera is running, broadcast or abnormal
traffic often occurs, imposing negative effects on the service network. The administrator wants to isolate the
broadcast and abnormal traffic of the camera from the running service network.

Procedure

(1) Adding a wired VLAN: Click Add and select Add wired VLANs to add wired VLAN configuration for the
current network or select an existing wired VLAN and click Configuration.

ceTva
Client Access Device Management

@ Workspace

Planned: (1) Add v VLANT

rt Confi
$. smart Config Gateway IP Address (SVI) DHCP Server DHCP Pool

102.168.110.1 EG105GW-X 192.168.110.1-102.168.110.254 | Lease Time: 30Min | Used/Total IPs: 13/254

Configuration

@ Network-Wide

9

CCTV-test
E Devices
@ Authentication
Monitoring
& Network-Wide

B Devices

@ Clients

B Logs

2 Delivery Center

3\
N

{3

’ sccess2

Service Configurations

1+ |0

Access Control List (ACL)

(2) Setting service parameters: Set the VLAN for wired access and create a Dynamic Host Configuration
Protocol (DHCP) address pool for devices in the VLAN to automatically obtain IP addresses. The gateway
can serve as the address pool server to assign addresses to access clients. If a core switch supporting the
address pool function is deployed on a network, you can configure the switch as the address pool server.
After configuring service parameters, click Next.

rugie O wgeiiev] ® OB ® ©

© revorkcparam ired Acce:

Service Remarks:  GuestVLAN
VLANID 40
Defauit Gateway/Subnet Mask; 192.168.40.1 255.255.255.0
oHep Pool: @D ©
1P Segment; 192.168.40 _ | 192168.40254 |

Assign IP from: ® Gateway (Router)

Usually for L2 network

(3) Select the interface for connecting the camera in the topology on the left, and select the port to connect the

camera from port icons on the right. The port icon will change from gray-black to blue. Click Next.
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(V) Network Param - o Wired Access

VLANA40 (Guest-VLAN) 192.168.40.1~255.255.255.0Selected 3 device(s)4 port(s) @Help 7 Porticon

Select All Deselect all

Select All Deselect all

Select All Deselect all

(4) Click Apply. The configuration will be delivered to the gateway and the switch and takes effect.

(V) Neworkparam - (V) WiredAccess — (@) confirm
e, Ko,
To ensure that the work (Guest-VLAN VLAN40 192.168.40.1~192.168.40.
g Add VLAN 40
‘ access2

CAP70CA00054C

The port Gi2 is configured as the Access port, VLAN ID 40
Add VLAN 40[Auto Configuration}

CARAINR024704

Add VLAN 40[

GINWB1S000268

The p figured as the Access port, VLAN ID 40
‘Add VLAN 40[Auto Configuration}:

(G1RUB5X002932
/Add VLAN 40[;
cored
MACCNBS320066
¥
@
Back Apply

3.4 Real Topology

3.4.1 Application Scenario

The real topology displays the actual network topology, which helps understand the device status, physical link
connection between devices, and information about connected ports. When a fault occurs in the customer's

network environment, the real topology helps quickly locate the fault, improving the troubleshooting efficiency.

3.4.2 Procedure

(1) Click a project name to open the project page.
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Created (145) [ hared
Add Frojs g ]
Network Name. Scenario Alarms Online Guests AP AC Gateway Switch Home Router Metwork Bridge Running Time Action
shiyan il o o n n n Odays B <
%moplcﬁnz B [ 0 5/5 - n 515 - 0days E <
=N [ 0 /5 - n 15 - 0days & <
il 0 [ /0 - 0days B <
fa 0 12 mn 16 2 Odays B <
[ :£} 0 0 0 2days B o=
ceTvil 6 [ ] 0 2day &<
EGI05GW-X =N 2 ] 2 11 1 2days <
TestEG208 a 0 0 0 3days <
test123.1 A 0 0 a 5 day <
147 intotal 12 4 1

(2) Click Workspace and click View Topology to view the real topology of the project.

Ruiie > Home saigg e |
ceTy
#  cCTV-Customize
# Smart Config Topology
Configuration B Device g
1 Internet
@ Networkide |
. =
- EGI0SERFE
0 -
—_—
Monitoring Switeh
578
& Network-Wide S E—
Devi - -
EST30NZ RAPZ260 RAPZ2600H)
1 Clients s o o
B logs
VLAN List @ VLAN Configuration
2 Delivery Center
e Wired VLANS (3)
LA vLAN 20 VLAN30
VLANT VLANZD VLAN3D
Wireless VLANs (1)
AN
VLANT

(3) Check whether the topology is consistent with the real topology. You can update and download the topology and
detect devices.



Cookbook Configuration

Ruigie O Project B abedetogric ® 0B & 6

ceTv Waorkspace / Actual Topology

(@) Actual Topology
@ Workspace
A Confi y
£ Smant Config List [[Update Topo Download Topo _Detect Device ] Edit
Configuration
@ Network-Wide
= Devices

@ Authentication

Monitoring

Network-Wide

Devices

B B %

Clients

&

Logs

[

Delivery Center

5050 becn TIe1 21600 RAP22600) 805 Ccte 8105 o

Updated at: 2023-02:23 11:33:42(Finish)

(4) Click Edit to edit the topology. You can rename devices and add unmanaged devices.

Ruiie (>

Workspace/Topology Update :

(Fored) @) (war)
P e i
Add switches
———— I e RIS e L -
Rename - .
— [P e e o
(Fors) ;E':i~ D) -;_\nf/ co) w’\sin“. @
(Port 16 (waN)
T ) et I | |
—
)

(5) Click List to view the device list and confirm the device status.

10
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Ruijie

Configuration

ccTv

@ Workspace

$ Smant Config

@ Authentication

Monitoring
& Network-Wide
Devices
Clients

B Logs

2 Delivery Center

Actual Topology

() Actual Topology

rosaiosy ||

Online Status.
@OoN
O ON

©oN

SN

GINWB15000268

MACC20220519A4

CAP70CA0DS4C

CAR4INRO24704

GIPDA94011658

GIRPICH129506

GIRPICHI3014A

G1RUBSX002932

GIRUIGPO009TT

GIRUAGJO00231

MACCNES320066

(6) Click a device to view the device details.

Model

NBS3100-24GT4SFP-P

EG305GH-P-E

ES200GC-P

NBS3100-86T25FP-P

ES2166C

EST310:V2

EST310-V2

NBS5100-24GT4SFP-P

RAPZ260

RAPZ260(H)

NBS3200-24GTAXS

Device Name
Rujie
Rujie
ruifie
Rufje
ruifie

CPE-SIDE
NVRSIDE
Ruljie
Rujie
Rujie

Ruijie

MAC Address.

0020.£333.3661

00d0.cA75.845

300d 9ed0 b7c2

5416,513a.30bb

300d 9e49 785

2840.£505.005¢

2840.F505.011F

2840.151f.9a0d

7042.d301.a0fd

1082.3d13.6787

0040 {88 9ca3

Management URL

192.166.110.7

192.168.111.18

192.168.110.12

192.166.110.3

102.168.110.8

192.168.110.28

192.168.110.27

102.168.110.2

192.168.110.10

192.168.110.11

192.168.110.4

Syne. Offline Time:

20230222 16:28:07

2023-02-22 16:31:07

Mol < (1) » (7

CCTV

@ Workspace

$ Smart Config

Configuration
@ Network-Wide
= Devices

@ Authentication

rufjie £ @ Synced

SN: CAPTOCAQOD54C

Monitoring

Overview

1 Staus

1 Device Resources

Configuration

1 Port Packet Statistics

Updated Time: 20:

Monftoring (@) )
& Network-Wide ,I. T
Giad) (@8)
Jplink
B Devices
@l Clients NBSS100-24GT4SFP, NBS3100-8GT2SF.P
B Logs 1
B Logs c ~ —~
(GD] (@3 (2
& Delivery Center B |
= (Fort2) (Gizd) @z
(Fort 2 C )
NBSH100-24GT45FP HBSS20024GT4XS
(D] (&3
Port
(Port 18) (War)
—T— B
A— - Port
Fe— -y 4
Es2166C RAP2ZE01H)
SHGPDI01 1658 +| | ro
@ Dect

Inbound/Outbound Traffic
(kB)

3.4.3 Principle of the Network Topology

(1) Make sure that the devices are online on Ruijie Cloud, and the Web CLI is available.

Device modie

Diagr

Management IP

15:00

19:00

Inbound/Outbound Rate
(KB/s)

0.0/0.0

0.0/00

(2) You require a root node device, which can be the EG or core switch.

23:00 3:00 7:00

Number of Packets
Received/Sent

CRC/FCS
Emors.

192.168.110.12

Fragment/Oversized Number of
Packets. Conflicts

0 0

o/ 0

(3) Calculate all connected devices through the root node and update the topology; the data required are MAC, ARP and

Routing, etc.

11
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3.5 Automatic IPC Identification

3.5.1 Application Scenario

Ruijie Cloud can automatically identify IP cameras (IPCs) connected to switches in two ways:
(1) Ruijie Cloud detects IPC traffic to identify IPCs.

(2) Ruijie Cloud identifies IPCs based on NVRs connected to IPCs and added on Ruijie Cloud.

3.5.2 Procedure

(1) Connect an IPC to an NBS or ES switch. Wait for 20 minutes and log in to Ruijie Cloud to view the topology status.

ceTvi Workspace / Actual Topology

Actual Topols
@ Workspace S =t

% Smart Config Lst UpdateTopo Donoad Topo Detect Device Edh
Configuration

@ Network-Wide

= Devices (WANG)

@ Authentication A——

Monitoring
& Network-Wide

Devices

@ Clients
B Logs
@D () D
2= Delivery Center
Fori? @D @z }
—
- ]
esaace NESTI0024GTESER. 2 = RS
SHCAPICAODSIC Sgwesss SHmACCHNESI2066 SuimmGPooE
Forr® CD 3 €5 9 @
T '
—
- e » s urkoomn
< =
sas9.seeaTael e Rapz2s00) sosutese sbos wm certosmasts
o PDssioniess SHoI RGO +

(2) Add an NVR. Enter the IP address, vendor, username, and password of the NVR as prompted, and click Save and
Detect.

1. By sing the Ruijie Cloud platform. you must have the management and usage right of the target computer

system devices. You are prohibited from using the Ruiie Cloud platform (hereinafter referred o s the “Platform”)

tolog into any device without i the Platform shall not sssume any respansibilty
arising therefrom.

2. By providing the required credentials to log in to a target camputer system device. you shall be deemed as
having autharized the Piatiorm to login to the target computer system device using such credentials and to
obtain, ransmit. and store information about the sysiem's hardware features and network connectivity siatus

3. After the above-mentioned system is cennected 1o the Platform, network security risks may incresse. The
Platform shall endeavour to ensure the security and integrity of the information transmitted and used in the
system, but the relevant information shall be used for operation and maintenance reference only, and the Platform
shall not guarsntes the integity and sccurscy of the information.

4 The Platform reserves the right to terminate this service if you infringes the copyright of a third party and the
Platform s natified by the copyright owner or the legal agent there.

5. The service may be adjusted or suspended dus to technical development and other extemal factors, and the

Platform shall not be held liable for any loss caused by the discontinuatian of senvice.

* 1P address:

* Vendor:

* Username:

* NVR Password:

Mame:

* IPC - Uplink Switch Type:

(3) After the NVR goes online, the IPC information is displayed in the NVR list.
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ceTvit
PC NVR Smart Clients Key Clients IP Phone

@ Workspace
% SmartConfig
Configuration Status Name 1P address Vendor Usemname Switch Port Quantty Last Update Action
& Network-Wide ) Connected NVR 92.168.1.108 Dahua admin Ruijie GI9 23 2023/02/21 14:16:58 [LEdit O Delete
= Devices
@ Authentication
Monitoring
& Network-Wide
B Devices
)
@ clients

B Logs

2 Delivery Center

ceTvi
PG NVR Smart Clients Key Clients P Phone

@ Workspace
NVR connection succeeded. Edit NVR configuration

F&. Smart Config Detection Results

Configuration
® . BN @
Network-Wide o I .
P:192.168.1.108 vendorDshua Status MAC Address Channel ID Channel Name 1P Address Switch Port PoE Status "p“";m““ ke f
= Devices peed
+Add NVR Online 1 HK 102.168.1.1 =)
@ Authentication N
@ online 2 EE21 192.168.1.2 ]
Monitoring
Online . 3 Camera 01 192.168.1.24 ]
& Network-Wide
i - 4 N2 192.168.1.64 e
B Devices (e UNV25 92.168.1.6 ]
©online . . & 5 . . . -~ e
@ Clients Onling 5 HKS 192.168.1.5 a
B Logs Online - 6 Camera 01 10216816 - . . ]
©onli - 7 " 92.166.1.7 - - - o+ e
S Delivery Genter Online Camera 01 192.168.1
@ online . s HC19 192.168.1.8 - E E ]
@online - 9 HKD 192.168.1.9 - - - ]
D Online = 10 IPC10 192.168.1.10 = = - t

Principle:

Scenarios without NVRs

1. To identify traffic of an IPC, the identification algorithm depends on the following information:
(1) 30-minute switch traffic data

(2) MAC address of the switch port connected to the IPC.

(3) ESW or managed NBS switch directly connected to the IPC.

2. IPC triggering method.

(1) Proactive triggering: manually click the Ruijie Cloud app.

(2) Passive triggering: Ruijie Cloud traverses’ devices in the early morning every day to identify the IPC.
3. Available information (can be displayed)

(1) MAC address of the IPC

(2) Switch port connected to the IPC

(3) Switch port traffic (presented as IPC traffic externally)

(4) Switch port status (presented as IPC connection status externally)

(5) PoE power supply status of the switch port (presented as IPC power supply status externally)

Scenarios with NVRs

13



Cookbook Configuration

1. With the built-in HTTP client, Ruijie Cloud connects to an NVR through a remote tunnel to obtain related
information.

2. The NVR identification algorithm depends on the following information:

(1) Adevice that supports tunnels exists on the network, and the device can ping the NVR at layer 3.

(2) NVR information entered by the user: IP address, vendor and model (optional), username, and password of the NVR

3. Triggering method

(1) When the depending information is available, Ruijie Cloud proactively obtains the IPC information.

(2) The frontend determines whether to display the latest time for obtaining information and whether to provide an API

for users to manually trigger updates.
4. Available information (can be displayed)
(1) IP address of the IPC
(2) IPC status

(3) MAC address of the IPC

3.6 ACL Configuration

3.6.1 Application Scenario

There are various types of users on the network. To ensure security, some users are banned from accessing
each other, such as visitors, finance department, servers, and monitoring devices. Service access control can

prohibit mutual access between different network segments.
3.6.2 Procedure

Configuring Service Access Control

Choose Configuration > Network-Wide > Security > ACL.

@ Workspace
% Smart Config

Configuration

interwork solation Zone
& Network-Wide L . . y
Network Optimization Security e nework o T
= Devices it
VLAN Wi-Fi Optimization )

@ Authentication Multi-WAN Loop Prevention ARP Spoofing Guard

Monitoring DHCP Snooping l

& Network-Wide
Devices
] Clients

B Logs

(1) Click To configure to go to the Access Control List (ACL) page.

On this page, service networks are divided into two zones based on the access permission of the service

networks.

® Interworking Zone

14
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Service networks in the interworking zone can access each other.

® |solation Zone
Service network segments in the isolation zone cannot access those in the interworking zone and vice versa.
Service network segments in the isolation zone are isolated from each other.

The ban is bidirectional. For example, if both network segments A and B are banned, A cannot access B,

and B cannot access A, either.

@ Workspace

& Smart Config

Configuration .

Interworking Zone Isolation Zone .

‘ : ‘ Access Control List (ACL)
& Network-Wide — By dragging a service network to the Interworking Zone or Isolation Zone, you can assign
. ) ! access permissions for mutual access between network segments to ensure net
== Devices security. This feature is commonly applied in enterprise, education and other pro;

i Y Y proj
L - e types. Generall t, separate access permissions should be assigned to visitors
@ Authentication finance system and servers.
Moritoring A
- -

& Network-Wide
B Devices
ﬂ Clients
[E] Logs

Access Control List (ACL)

@ Workspace
® Drag a service network to the [Interworking Zone] or [Isolation Zone] as required, More

% Smart Config

Interworking Zone Isolation Zone &
Configuration Service networks in the Interworking Zone can access each Service networks in the Isolation Zone cannot access each

other other. If necessary, a network segment or IP can be added for
& Network-Wide mutual access between a certain service network in the

Isolation Zone and the one in the Interworking Zone
2= Devices VLAN 1 | VLAN1
9216 55 25
o 192.168.110.1/255.255.255.0 Cannot access each other
@ Authentication
S
Dining Room | VLAN2 A

Monitoring 192.168.2.1/255.255.255.0 s

|v
Service networks to which you want to grant access

B Devices permissions Drag

& Network-Wide

(I Clients

B Logs

(2) Drag a service network whose access permission needs to be restricted from the interworking zone to the isolation
zone and click Save.

Access Control List (ACL)
@ Workspace
(D Draga service network to the [Interworking Zone] or [isolation Zone] as required, More
$& Smart Config
Interworking Zone Isolation Zone (3)

Configuration Service networks n the Intervorking Zone can access each other Service netw

@ Network-Wide

VLAN 1| VLANT CCTV-VLAN | VLAN20
= Devices 192168.110.1/255 192168.1.1/255 2552550 Guest-VLAN | VLAN30
192.168.30.1/255.255.2550
@ Authentication P NolP

Monitoring

& Network-Wide
B Devices
@ Clients

B Logs

2 Delivery Center
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(3) (Optional) In Isolation Zone, click No IP.

No IP:
® Exceptional exemption rules have a higher priority than banning rules.

® |[tis used to exempt a specific IP or network segment, for example, after adding a monitoring network to
the isolation zone, you can exempt the administrator IP address and allow it to access other service
networks.

® Banning exemption is also bidirectional. For example, if network segment A allows access from IP X, the
access from network segment A to IP X and the access from IP X to network segment A are both
reachable.

In Isolation Zone, select a service network and click No IP to go to the Add Accessible IP page. Configure the
accessible IP address or IP address range and click Save.

Add Accessible IP

3.7 IPC Access through an Extranet and Server Penetration through an

Intranet

3.7.1 Application Scenario

Through intranet access, you can add a remote management tunnel to manage devices on the intranet using
the eWeb management system. In addition, you can add a tunnel to access intranet monitoring devices, such
as NVRs and IPCs.

3.7.2 Procedure

Choose Configuration > Devices > General > Intranet Access.

16
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@ Workspace
% Smart Config
Configuration
@ Network-Wide
3= Devices

@ Authentication
Monitoring

& Network-Wide

Devices
@l Clients
E Logs

2 Delivery Center

@ Through intranet access, you can add a remote management tunnel to manage devices on the intranet using the eWeb management system.

Custom

General

Intranet Access
Project Password
ACL

CLI Config Task

Batch CLI Config

Device
Gateway Switch
Interface Interface
Routing Port Settings
NAT VLAN
Dynamic DNS Routing
IPTV Voice VLAN
Portal Auth
VPN

Wireless

AP Mesh

SSID

Radio

Roaming

Rate Limit

Load Balancing
=

AP VLAN

Configuration

Click Add Tunnel on the Intranet Access page. You can create a remote tunnel to access the intranet devices.

@ Workspace
£ Smart Config

Configuration

@

Network-Wide

4t

Devices

9

Authentication
Monitoring

& Network-Wide
& Devices
(l Clients
5]

Logs

4

Delivery Center

(© Through intranet access, you can add a remote management tunnel to manage devices on the intranet using the eWeb management system.

Custom

Device

+Add Tunnel

Add Tunnel

* App Name

App lcon

App Type:

* Inside Host:

NVR

@ HITP ) TIPS

152.168.1.108

Cancel

17
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%% Creating the tunnel connection... pl

€ C A F=£| 34.1421733665407 e * O@® :

C A FarE | M414217336:65467 @ & O & i

181 111, mps DLSME 202078 202507 [

.
R - oo | - | s | s ]

@ earch

¥ server mformation
HetoFisServer 23m

Server time: 2023/2/22 11:39:30
Server uptme: 00:08:45

3.8 Voice VLAN

Application Scenario

Voice VLAN is a VLAN specially classified for users' voice data streams. Voice VLAN limits data streams and

voice streams to the data VLAN and voice VLAN respectively. When the voice VLAN feature is enabled, the CoS

18
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priority of voice data should be higher than that of service data, so as to reduce delay and packet loss during the
transmission, thereby improving the voice quality.

Procedure

Choose Configuration > Devices > Switch > Voice VLAN.

@ Workspace
Settings oul Port Settings
% smart Config ——
© When the voice VLAN feature is enabled, the CoS priority of voice data should be higher than that of service data, so as to reduce delay and packet loss during the

Configuration transmission.

& Network-Wide Switch: (_

. ‘
General Gateway Switch Wireless

@ Authentication

Intranet Access Interface Interface AP Mesh
Monitoring Project Password Routing Port Settings SSID
& Network-Wide ACL NAT VLAN Radio

CLI Config Task Dynamic DNS Routing Roaming
B Devices

Batch CLI Config IPTV Rate Limit
] Clients -

Portal Auth Load Balancing
[E] Logs VPN
o AP VLAN

2 Delivery Center

3.8.1 Voice VLAN Settings

Enable voice VLAN, set VLAN, Aging Time, and COS Priority, and click Save.

@ Workspace
Settings oul Port Settings

f Smart Config

@ When the voice VLAN feature is enabled, the CoS priority of voice data should be higher than that of service data, so as to reduce delay and packet loss during the
Configuration transmission.

@ Nemercuide
= Devices
VLAN Add VLAN

* Aging Time: 1440 @

@

Authentication

Monitering
Network-Wide
COS Priority: 6 @]

Devices

&
a
B

Logs

i3

Delivery Center

3.8.2 QOUI Settings

The enabled globally port will automatically add the corresponding OUI when receiving an LLDP packet that is

identified as telephone.
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3.8.3

@ Workspace

Configuration

ding OUl when receiving an LLDP packet that is identified as telephone. Up to 24 entries can be added.

Settings oul Port Settings
% Smart Config
@ The enabled globally port will au ically add the
Configuration
QuUls
& Network-Wide
MAC Address Description

== Devices

@ Authentication
Monitoring

& Network-Wide
B Devices

@l Clients

E Logs

2= Delivery Center

Port Settings

Action

+ Add

The port can be set to the automatic mode only when the port VLAN is in the trunk mode.

When the port is in the automatic mode, the port will exit the voice VLAN first, and automatically join the voice

VLAN until it receives voice data again.

A Caution

To ensure the normal operation of voice VLAN on port, please do not switch the port mode (trunk/access

mode). To switch the mode, please disable the voice VLAN first.

Select a port and click Edit. Configure Voice VLAN Mode and Security Mode and click Confirm.

@ Workspace
Settings oul Port Settings

& Smart Config

@ The port can be set to the automatic mode only when the port VLAN is in the trunk mode. When the port is in the automatic mode, the port will exit the voice VLAN

Configuration

@ Network-Wide

3 Devices Port List
@ Authentication

Port Enable
Monitoring

Gil Disabled
& Network-Wide
B Devices Gi2 Disabled

Clients

Al Gi3 Disabled
B Logs

Gi4 Disabled

2 Delivery Center

Edit

Enabled: ()

Voice VLAN Mode:  Auto Mode

Security Mode: ()

Voice VLAN Mode

Auto Mode
Auto Mode
Auto Mode

Auto Mode

20

first, and automatically join the voice VLAN until it receives voice data again.To ensure the normal operation of voice VLAN on port, please do not switch the port
mode (trunk/access mode). To switch the mode, please disable the voice VLAN first.

£ Batch Edit

Security Mode Action
Enabled Edit
Enabled
Enabled Edit
Enabled Edit
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3.9

Delivery Report

Application Scenario

Configuration

After project deployment is completed, a delivery report needs to be submitted to the owner, which often requires

considerable testing and writing time. This function can conduct intelligent check, summarize all types of

information and check results, and automatically generate a project delivery report in both PDF and Word formats.

The report covers basic information, general solution, intelligent configuration check results, device list, and

topology.

After the project deployment is completed, a report can be offered to the owner. The report can provide the

revised project network device overview and delivery time, customized company logo, company name, and

project introduction, show the topology of the whole project, and supplement other vendors' devices to the device

list. The report can be in PDF and Word formats.

Procedure

(1) Choose Project > Delivery Center > Project Report to view the latest delivery report of the current project.

(2) Click Edit at the upper right corner to edit basic information in the project report.

ceTvil
B CCTV11-Customize Up time 1 cays | hous

B worapace
% Smart Config ‘Topology

Configuration &ao

@ Network-Wide

Qo
0
Monitoring
& Network Wide
& Devices
@ Clients
B Logs
VLAN List
2 Delivery Center Smart Detection

VLAN 20

Project Handover CCTV-VLAN

Wireless VLANSs (2)

VLAN
VLANT

VLAN 30
Guest-VLAN

cevi
| Preview

EST310V2

RAP2260 RAP2260(H)
171 1/

VLAN 30
Guest-VLAN

% Smart Config

Configuration

2 Delivery Center

Ruijie | Reyce

CCTV11

Project Report

21
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& View Topology

@ VLAN Configuration
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ccTvVIl

| Edit
@ Workspace
$ Smart Config

1. Cover

Configuration
@ Network-Wide

Devices

@ Authentication

Configuration

SiRefresh | BPreview | BDownload Report

CCTV11Report #

1. Cover

2. Basic Information

3, VLAN and Address Pool
4. Diagnosis

5. Device

6. Topology

7. Appendix

Monitoring
2. Basic Information
Network-Widk
& Neworkunde LOGO  You are advised to upload the image vt the size of 420 x 112.
B Devices Only files in PNG, JPG, JPEG, and BMP formats are supported.
@ Clients
Project Tenant Default
B Logs
°
—_—
ﬂ Ruijie | Reyce
2 Delivery Center Upload o y! Y
Copyright All Rights Resernvegoxxx
Delivery Time 2023-02-21 T
Descriplion oy Project
y
Team & Display in Report
Name Job Phone Action
No Data
3. Office Service Configuration
3.1 Wired Network Planning
Wired Network Planning 1P Addrass Rangs VLAN ID 1P Address Allocation Mode
1.Select report theme
VLANT 192.168.110.0//24 1 DHCP 2Basic infon
3.Common Solutions.
3.2 WLAN Network Planning © Service configuration
4.Configuration smart
WLAN Network Planning SSID Password IP Address Range VLAN ID 1P Address Allocation Mode
3.3 Office Application
App Name Description
DHCP Snooping DHCP Snooping can prevent network failure caused by unauthorized routers or DHCP servers.
Smart Flow Control Limit the network speed of clients flexibly.
ccTvi 4 rujie G1PD494011658 ES2166C 3000 9249 7685 192.168.1108 Add Adg
5  CPESIDE  GIRPICH129506 EST310-V2 280055050051 19216811028 209 agg
@ Workspace
6  NVRSIDE  GIRPICH13014A EsT310.v2 26001505011 19216811027 agq Add
% Smart Config 7 Ruijie G1RUB5X002932 NBS5100-24GT4SFP-P 280,151 529 192.168.1106 Add Add
8 Rulie MAGC20220519A EG305GH-P-E 0000.cB75.2845  192.168.111.18 Add Add 1. Cover
Configuration 2 Basic Information
P 9 Rulje MACCNBS320066 NBS3200-24GT4XS 0040.1808.9c23 192.168.1104 ) Agg 3. VLAN and Adress Pool
etwork-wide
® Add Device Information 4. Diagnosis
= 5. Device
= Devess 6. Topology 6. Topology
@ Authentication 7. Appendix
Topology
Manitoring
&5 Network-Wide @it Port 3 - Por &
ES20800 T
B Devices
A
@ Cliemts Switch
CD Fort 1)
esateac
AR
B Logs Svitch
@ @ NBS3100-24GT4SF.
2 Delivery Center
@3 ) -
— RAP2260H)
Switeh
~ &
m @ NBS3100-8GT2SF... 805¢.0c6c.8095
Gateway
Ao
femsenes A— A—
| Switch Switch NVR
T 623 i) CD —E—
NBSS100.24GT4SE 1BS3200.266TeXS e+
"
7. Appendix ) Add to PDF appendix @y = D ot osm 208

(5) Click Download at the upper right corner to download the delivery report in PDF and Word formats.
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GRefresh | BPreview | ADownload Report

Report.pdf F
Report.docx

. Cover

. Basic Information

. VLAN and Address Pool
. Diagnosis

. Device

. Topology

. Appendix

~ Oy s W N -
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4 Maintenance

4.1 Remote IPC Operations — IPC Restart and Long-Distance Power
Supply
4.1.1 Application Scenario

Real-time Failure Notification would notice users that camera failure in the first place; Remote Reboot Camera helps you

one-click to restart the camera at home, no need onsite any more.
4.1.2 Procedure

(1) Real-time Failure Notification: When an IPC is offline, Ruijie Cloud provides real-time alarm information, helping
master the real-time IPC status.

The app receives an IPC offline alarm.

< Message

(D New version 2023-02-2210:29

Notice: New version is available.

You can update now.

View More

(D IP camera may be offline 2023-02-2210:07

Device:Unnamed Device(CAP70CA00054C)
Type:ES209GC-P

Alarm: IP camera may be offline. Please check
the port 5 or reboot the camera.

Come and fix the problem!
Fix
Delete

Disable These Alarms

You can view offline IPCs through the topology.
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< Actual Topology

EGateway: 1/1 [ESwitch: 6/6 [EWireless AP: 2/2

Topo is incomplete?

Qe |D

&

do

Feedback

(2) Remote Reboot Camera: Remotely operate an IPC through the Ruijie Cloud app, for example, restart the IPC and
set long-distance power supply.

When an IPC is abnormal, check the network cable status.

< No alias 17

Port Status: Copper | PoE | 100M

Speed: OMbps OMbps Power Status: On
Packets: 0 49 Power: 2.8W
Port Speed
Mbps ~O- Uplink =~ Downlink
0012~
0.009 -
0.006 -
0.003 -
0@

<> < < < < <
05:44 06:18 06:46 07:17 07:53 08:21 08:53 09:24

Port Configuration Edit
Admin Status Enabled
PoE Status Enabled
Speed/Duplex 100M/Full-duplex
Port VLAN Access
VLAN: 20

@ Cable Test (l) Restart

Restart the IPC.
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< Unnamed Switch 2 QO

Port (9 ports) (@Help
1 2 3 a4 5 6 7 8
ol 1 ol ol o

Uplink A Power ~

Name Status (Mbps) v W) ~ Action
PortGil Disabled 0 0.0 Reboot | More
PortGi2

1000M  0.000 0.0 Reboot | More
PortGis Disabled 0 0.0 Reboot | More
PortGia Disabled 0 00 Reboot | More
FontGlb 0 28 More

View More

Tip

Are you sure you want to reboot the PoE

of interface 5?

Cancel

The IPC goes online again.
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< Actual Topology

EGateway: 1/1 [ESwitch: 6/6 [BWireless AP: 2/2

Topo is incomplete?

=2

NBS3100-24GT4SFP-P

—

NBS3200-240TaxS

If an IPC needs long-distance power supply, configure it in the Ruijie Cloud app.

< Unnamed Switch

Port (9 ports)

Q|o|bh

o [

2

@DHelp

1 2 3 a4 5 6 7 8
CJof | Fo § F |

Name Status (‘!\J:g‘p:!
PortGi1 Disabled 0
PortGi2
1000M  0.000
PortGi3 Disabled 0
PortGi4 Disabled 0
PortGi5 o
En 0
View More

@ VLAN Settings

Power

(W) v

0.0

0.0

0.0

0.0

2.8

o

Long-distance Transmission

Action

Reboot | More

Reboot | More

Reboot | More

Reboot | More

Reboot | More

27
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< Long-distance Transmission

Long-distance Transmission

After long-distance data transmission is enabled, the
transmission and speed of port will be changed to full-
duplex/10Mpbs

10Mbps

Extend to 250 Meters @
(Catbe/Cate) &

1 Gbps

Selected PortsPort 5(No alias) __ Occupied by MGMT VLAN

1 2 E 5

W Available Unavailable ™ Configured

The negotiated rate of the corresponding switch port is changed to 10 Mbps.

< Unnamed Switch 2 QO

B 6

1 2| 3 a 7 8

Name Status Action

PortGH Disabled 0 0.0 Reboot | More
PortGi2

1000M  0.001 0.0 Reboot | More
PortGi3 Disabled 0 0.0 Reboot | More
PortGi4 Disabled 0 0.0 Reboot | More
PortGi5 0 26 Reboot | More
PortGié Disabled 0 00 Reboot | More
PortGi7 Disabled 0 0.0 Reboot | More
PortGig Disabled 0 0.0 Reboot | More
PortGi9

Disabled 0 00 Reboot | More
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4.2.1 Application Scenario

4.2 Loop Prevention Configuration

Maintenance

Enabling loop prevention can avoid network congestion and disconnection caused by loops. Ports connected to

the switch will be automatically disabled after a loop occurs.
4.2.2 Procedure

Choose Configuration > Network-Wide > Optimization > Loop Prevention.

2} Workspace
% Smart Config

Configuration

& Network-Wide

Z Devices
& Authentication
Monitoring
&5 Network-Wide
B Devices
il Clients

E Logs

@ Workspace
% Smart Config

Configuration

& Network-Wide
== Devices

@ Authentication
Monitoring

&2 Network-Wide
B Devices

@] Clients

B Logs

Click Optimize Now. You are advised to use the default value. Click Deliver Config.

Network

VLAN

Multi-WAN

Optimization

Wi-Fi Optimization

Loop Prevention|

DHCP Snooping

Security

ACL

ARP Spoofing Guard

Faulty port number

w#w»wm
e s

Loop Prevention (RLDP)

Enabling loop protection can avoid network
congestion and disconnection caused by loops. Ports
connected to the switch will be automatically
disabled after a loop occurs.

29
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ccTvi
| Loop Prevention

@ Workspace
% Smart Config

Configure
Conturaton ==

@ Network-Wide
= Devices

@ Authentication

Loop Protection @D

@® Enabling loop protection can avoid network congestion and disconnection caused by loops. Ports connected to the switch will be automatically disabled after a loop occurs.

NESE100:240T455.
a9

SG1PDeR 058

Monitoring
& Network-Wide
B Devices
@ Clients
B Logs
2> Delivery Center
ccTvi

Loop Prevention / Loop Prevention Config
@ Workspace < Loop Prevention Config

Please click switches on which you want to enable the Loop Protection feature:

Smart Confi
% smart Config Recommendation Custom
Enable on all identified access Manually select access switches

Cenfiguration switches in the project

@ Network Wide
Z Devices

@ Authentication
Monitoring

& Network-Wide
B Devices
@ Clients

B Logs

2 Delivery Center

Selected: 4 device(s)

When a loop occurs, an alarm is reported.

NG -GTIERS
SHCARAINRO2ATIM

NBSEIO024GTALES,
SNGIAURS0N5A
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Projee - Devies e
145 40 = s
« 6 devices have new version.

cetv

Export Alarms Q Cleared s
Aarm Type Alsrm Severity Group Alarm Source Device SN Alias Generated st Cleared at Updated st Action
Switchloop. Moderate abodefg@111.com/CCTV Device MAGCNBS320066 Rulfe 20230223 11:4326 - 20230223 11:4325 B
Switchloop. Moderate abodefg@111.com/CCTV Device MACCNBS320066 Ruie 2023022311:4326 - 2023022314325 B

2intonsl < (1) > (107 page

Log in to the eWeb management system of the device to view the device port status and alarm information.

@ view and manage alarms

16
| Alert List View Unfollawed Alert
8 Expand  Alerts Suggestion Action
@ Please check the network environment. Delete  Unfollow
@ Hostname SN Type Time Details Action
- R MACCNES320066 Caiss 2023-02-23 11:40:35 Lt O Delete
uijie . 6aps Occur
Vi ot. Pl L ¥ Ui Y
Under voltage may affect device performance or cause device rebot. Please check the power supply T
of device.
Hostname SN Type Time Details Action
Currently, 802.3at PoE power supply is used. A PoE
switch or power supply module compilant with IEEE

RAPZ260(H
Ruijie GIRUAGI000231 |

2023-02-23 11:40:20 Delete

802,30t standard is needed to provide power for the
device.

[+ ] Orpage Tota2

L)

Hostname: Ruifie &2 Software VerReyeeOS 1.216.2428
ModetNBS3200-24GTAXS. MGMT IP: 192,168,104 &
SN:MACCNBS 320066 MAC Address: 00:DO:FE:D8:2C:A3
Port Status
Port Status
» VLAN Info
Panel View
Port 13 s 7 8 315 17 19 21 23
e TITIII R I I
YYPYYY PyYPDET MEEAMN
More 2 4 6 8 10 1 4 16 20 22 24 % 2% 27 2
VLAN Edit &
VLANI  VLANZD  VLAN3D
Interface 1P Address 1P Range Remarks

Gi5-5,Gi13-24,Te25-28

1B 15 17 19 2 B3

14016 18 20 2 4 %5 % 21 2

Port

i
ol ol o o O
TYVYYY YYFOWD MEEMN

View switch details and confirm the port status on Ruijie Cloud.
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Troubleshooting

5 Troubleshooting

5.1.1 Ruijie Cloud Cannot Automatically Identify an IPC

(1) After an IPC is powered on, wait for about 20 minutes and then check whether it can be identified by Ruijie Cloud.

@

©)
4

Log in to the switch connected to the IPC and check whether the traffic over the switch port is normal and stably

uploaded to Ruijie Cloud.
Check whether the device connected to the IPC is an NBS or ES series switch.

If an NVR is deployed, you are advised to identify the IPC through the NVR. Ensure that the IP address, username,

and password of the NVR are correct, a device that supports tunnels exist on the network, and the device can

interconnect with the NVR.
5.1.2 IPC Is Offline

(1) Based on the real topology on Ruijie Cloud, locate the switch connected to the offline IPC and the corresponding port

number.
(©) Actual Topology

Topology

E £
(e oy
(L) \CLUIED)
Gig) ’:#2@
NES3100-8GT2SFP-P NBSS100-24GT4SFP,
- |
@i (CD) fzﬁ) ls’%s) ﬁ)

i (G5 N ,I\
(Port2 Gi24 Gi24) (WAN T
C @29 D) ey

e >
@9 @9 @

Unknawn

805.0c6¢.8b95 NVR

(2) Log in to the switch and view the port details.
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(©) Device Information

TOPOLOGY List

@D
@@

NBS3100-24GT4SFP...
SN:GINWB15000268

NBS$3200-24GT4XS
SN:MACCNBS320066

154C A
[}

RAP2260

SN:GIRUIGPO00991

ruijie £ @ Synced

SN: CAP70CA00054C Device modle:ES209GC-P

Monitoring Configuration Diagnostics

Overview Port Rate POE List Search Log History

1 PoE Port List

Total PoE Power:120.00 W, Current Power:2.71 W, Time: 2023/2/22 10:27:23

Port PoE-capable PoE Status
Port 1 Open Disabled
Port 2 Open Disabled
Port 3 Open Disabled
Port4 Open Disabled
Port 6 Open Disabled
Port 7 Open Disabled
Port 8 Open Disabled

Troubleshooting

Management IP:: 192.168.110.2

Power

0.00 W

0.00 W

0.00 W

0.00 W

271 W

0.00 W

0.00 W

0.00 W

PD class

(3) If the port status is down and the PoE status is Disabled, check the physical connection and network cable quality

of the device.

(4) If the port status and PoE status are normal but the IPC is offline, try to restart the PoE port.

< Unnamed Switch

Port (9 ports)

5

1 2 3 4

) Uplink -
Name Status (Mbps) v
PortGi1 Disabled 0
PortGi2
1000M  0.000

PortGi3 Disabled 0
PortGi4 Disabled 0
PortGi5 0

View More

Power
(W)

0.0

0.0

0.0

0.0

2

@Help

6 7 8

Action

Reboot | More

Reboot | More

Reboot | More

Reboot | More

2.8 \ More

(5) After the port is restarted, wait for a period of time and check whether the IPC goes online again. If the IPC is still

offline, check the IPC status.
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5.1.3 Unable to Access the Intranet Server

@
@
©)

4

Check whether the IP address and port of the intranet server are correctly configured.
Check whether the server can access the Internet. If not, configure the server network.

Check whether the server can be accessed directly. Use an intranet device in the same network segment to log in to

the server. If the login fails, check the server.

Check whether the number of tunnels created on Ruijie Cloud has reached the limit. Up to 10 tunnels can be created

for each project. Check whether the tunnels expire. A tunnel expires after it is created for 3 hours.

5.1.4 EST Bridging Fails

@

@

(©)

4
®)

View the LED indicators of the bridged devices to determine the bridging status of the devices.

Confirm the maximum distance supported by the devices (EST310: 1 km; EST350: 5 km). Adjust the distance
between the devices to ensure that the front panels of the devices face each other and ensure that the devices can
receive Wi-Fi signals.

Check the bridge environment: whether the distance between devices is too far, whether there is any obstruction
between them, or whether the wireless radio is disturbed.

Check the working mode of the device. Ensure that one side is AP mode, and the other side is CPE mode.

Restore the devices to factory settings and test them again.
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6 FAQ

6.1 What should I do if | want to add the NVR to the topology?
(1) Add IP address to Ruijie Cloud.
(2) Add the username/password of NVR to Ruijie Cloud.

(3) Make sure the NVR is available.

6.2 Which manufacturers of NVRs can be added in Ruijie Cloud?

Hikvision, Dahua, Tiandy, Uniview and Huawei can be added in Ruijie Cloud.

6.3 What information of the NVR can be displayed on the cloud?

The information including Status, IP, Vender, Username, Switch port connect with, Camera Qty and Update time will be
displayed on Ruijie Cloud.

6.4 What information of the IPC can be displayed on the cloud?

(1) Speed up the recognition (based on the IPC MAC) of IPC under ESW/NBS managed switches. Supported vendors:
Dahua, Hikvision, Honeywell, TE Connectivity, and Tiandy.

(2) Camerais connected with ESW or NBS switch, with 30-mins stable flow to Ruijie Cloud.

(3) GetIPC info by logging in to NVR: Ruijie Cloud can access to NVR to get IPC related info by tunnel.

6.5 Which manufacturers of IP cameras can be recognized by Ruijie Cloud?

Ruijie Cloud will recognize the IP cameras based on port traffic automatically. In theory, all cameras can be recognized.

6.6 What information of the IP camera can be displayed on the Cloud?

The information including Status, MAC, IP, Switch port connected with and Uplink/Downlink Speed will be displayed on
Ruijie Cloud.

6.7 Which switch mode will recognize the IP camera automatically?

Reyee ES and NBS series will recognized the IP camera automatically.

6.8 What can | do if the topology shows" No Data"?

(1) Ifthere is only one AP in the network, the topology cannot be displayed.
(2) The egress device is not the Ruijie device and doesn't have a core switch.
(3) Try manually refreshing the topology.

6.9 What can | do if there is only an EG device on the topology?
(1) If the version is not the latest one, you need upgrade it to the latest version.
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(2) If the Web CLI is not available, other devices cannot be displayed as well.

6.10 What can | do if some devices are missing on the topology?

(1) Show mac/show arp/show ip route of the device. The results of these 3 commands including "S*" will make the
device miss.

(2) Dynamic routing protocols such as OSPF exist in the topology.

(3) The switches in the topology are configured with VSU.

6.11 What can | do if the virtual devices are shown on the topology?

(1) The device is not on the Ruijie Cloud or is offline.

(2) The device is not the Ruijie device.

(3) If the device is an un-managed switch, it is recommended to edit the name and the port manually.
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